OduuuanbHLIi caiT

CrnejicTBEeHHOE yIIpaB/ICHUE
CnencrBennoro komurera Poccurickont ®enepannn
no XanTel-MaHCUHCKOMY aBTOHOMHOMY OKpyTy - FOrpe

CJIEJJCTBEHHOE YIIPABJIEHUE CJIEJCTBEHHOTI' O
KOMUTETA POCCUMCKOW ®EJEPAIINU IO XAHTBI-
MAHCUVICKOMY ABTOHOMHOMY OKPVYTY - IOTPE
PA3BSACHSAET HE CTAHOBUTECH ;KEPTBAMU
MOIIIEHHUKOB!

BHUMAHME!

MomeHHIYeCTBO — 3TO 0COOBI BU/I IPECTYIUIEHH S, CHOCOObI COBEPIIEHUSI KOTOPOTO MOCTOSIHHO
MEHSIOTCS] B 3aBUCUIMOCTH OT MOTPEOHOCTEH YeJIOBeKa M MOTeHIINAIa HAy YHO-TEXHUYECKOTO
nporpecca. Beap 61arogaps IMEHHO MPOrpeccy MOIIEHHUKY BCE U3OILIPEHHEee U yOequTebHee
BXOJISIT B HaIlle JIoBepre. BakHO MPOSBIATh OMUTEIBHOCTh B pa3rOBOPE ¢ HE3HAKOMBIMU JIIOJbMU U
HE I10]]/1aBaThCsl MMAaHUKE, YTOOBI HE CTaTh )KEPTBOW MOIIEHHUKA.

OpHUM U3 caMbIX MOMYJISIPHBIX B MOCTIeIHEE BpeMsl CIOCOOOB — TeJie (DOHHBINH BH/]T

MOIIIeHHINY e CcTBA. MOOWIbHBIE CETH MPEAOCTaBIISIOT TeJIe(hOHHBIM MOIIIEHHUKAM OCOOEHHO
HIMPOKOE MOJIe AESTENbHOCTH, BeJb MOOMIBHOCTh OOOPYA0BAHMSI 3aMETHO OOJIeryaeT 3aMeTaHue
CJIE/IOB U YKJIOHEHUE OT OTBETCTBEHHOCTH, 4 HAJIMYME COBPEMEHHBIX YCIYT BPOJE NIEPEBOAA 3BOHKA
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OTKPBLIBACT JOMOJTHHUTC/IbHBIC JIa3elKU.

B ocHoBHOM JILBHHAS JA0JIAA BCEX MOIIIEHHUY € CKHX I[eﬁCTBHﬁ HAQYMHAETCA CO 3BOHKA, 1
HaIpaBJIi€eHa HA CAMbIX JJOBE€PUYUBLIX IrpaKaaH, 4 UIMCHHO — ITOKHIJIBIX JIIO,HBﬁ, KOTOpPbIC
roToOBbI OTAAQTDH NOCJHECAHHNE J€HbI'M 1 HEHHOCTH, JINIIIb ObI C X POACTBEHHUKAMHU HUYET O
HE CJIYYHJI0Ch.

OcCHOBHBIE CXeMBbI 00MAaHA:

- UCTI0JIB3YS Tesie)OH, MOIIEHHUK 3BOHUT NOTEHLUAIBHON )KEPTBE HA CTALIMOHAPHBIN UIN
MOOWJIBHBI Tesle(DOH U, MPEJCTAaBUBIINCH POJCTBEHHUKOM WUJIA 3HAKOMBIM, B3BOJTHOBAHHBIM
r0JIOCOM COOOIIAET O TOM, YTO OH 3aJep:KaH COTPYJHUKAMU MOJIMIIMY 32 COBEPILIEHUE TOrO WIN
MHOT'O MPECTYIUIEHUS WM IPaBOHAPYILEHUS, HO €CTh BO3MOXHOCTD 32 OIpeIeIEHHOE
BO3HArpakJE€HUE «PEIUTh BOIIPOC». Jlanee B pa3roBop BCTYMAET JPYroil MOILIEHHUK, KOTOPBIi
MIPEICTABIISETCS COTPYTHUKOM MPABOOXPAHUTENIBHBIX OPraHOB M YBEPEHHBIM TOHOM COOOINAET, YTO
y’ke He pa3 oMoraj JoJaM TakuM oopazoM. Kak npasuiio, geHsru Tpedyercs oTnpaBuTh «biumn-
HIEPEBOJIOM», TIEPEBECTH Ha CUET MOOWIIBHOTO TeslehOHa IMO0 OTAAaTh 3HAKOMOMY JIKe-
MOJIMIEHACKOro. MOIIIEHHUK MOXKET padoTaTh O/IMH, 0€3 COyJYaCTHUKOB, YMEJIO pa3bIrphIBasi BCE POJIH.

- po3bIrphIi npu3oB. Ha MoOMIIbHBIN TenedoH aOOHEHTa 3BOHUT SIKOObI BELYIIUI MOMYJISIPHOM
PaaMOCTaHIIMK U TIO3APABIISIET C KPYIHBIM BHIMTPBIIIEM (TesiepoH, HOYTOYK, aBTOMOOWJIb) B JIOTEpee,
OPraHU30BAaHHON PaJUOCTaHLIMEN U ONlepaTOpPOM MOOUJIBHON CBSA3U. UTOOBI OJTYyYUTh MPU3,
HEOOXOIMMO B T€YEHME MUHYTHI JJO3BOHUTHCS Ha pagriocTaHimio. [lepe3sBoHuBIIEMY a0OHEHTY
OTBEYAeT COTPYIHUK «IIPU30BOTO OT/EJa» U MOAPOOHO OOBSCHSET YCIOBUSI UTPBI: TIPOCUT
MPEACTABUTHCS U HAa3BATh IO/l POXKAEHUS; IPAMOTHO YOEKAAeT B YECTHOCTH aKIMK (HUKaKMX
B3HOCOB, [IEPEUTPOBOK U T.J.); CIPAILIUBAET, MOKET JI1 A0OHEHT MPUYUCIUTh HAa CBOIl HOMEp
HEKOTOPYIO CYMMY JIEHEKHBIX CPEICTB, CChLIASACh HA TO, YTO 3TO SBJISETCS YCIIOBUEM UIPHI U JAHHAs
CyMMa OCTaHEeTCSl Ha CYETE €r0 CUM-KapThl, IIOCJIE YEro 3BOHAIIMI FOBOPUT, YTO HEOOXOIUMO
JICHEKHBIE CPEICTBA NMEePEYUCTUTh HA BUPTYyaibHbI «QIWI Kormienek» yka3biBaeT KOHTAKTHBIN
HOMep TesiepOH, IO KOTOPOMY KEPTBa I10CJIE MIONOJIHEHUS CBOETO JIMLIEBOTO CYETa CUM-KapTh
JOJIKHA CBSI3aThCs IS morydeHus npusa. [lonomauB 6ananc «QIWI komenbka» xeprsa
CO3BaHMBAETCS CO 3JI0YMBIIIUIEHHUKOM U B XOJI€ Pa3roBOpa MOIIEHHUK MPOCUT IMPOJUKTOBAThH
KEpPTBY BEPXHUI U HUKHUI 1IU(PPOBOH psifl, IPUCIAHHBIN Ha Tele(OH KEPTBbI SMS — YBEJOMJIEHUEM.
Ha camom ke nene, nepBeiil pax MQp YKa3aHHBIX B SMS ABJAETCA NapoJieM OT JaHHOro «QIWI
KOIIEJIbKa», a BTOPOM psili (P ABJAETCS MapOJIeM, 1Jis OTKIIOYEHHUs SMS-OMOBEIEHNs] ONepaluil ¢
JaHHbIM «QIWI Kommeabkom».

- mIaTHbIA KoJ. Ha MOOMIIbHBIN TenedoH KepTBHI MOCTYIAeT 3BOHOK SKOOBI OT COTPYIHHUKA CITYKOBI
TEXHUYECKOH MOJIEPKKH OrepaTopa MOOMIIBHOM CBSI3M C MPEJIOKEHUEM MOJKITIOUUTh HOBYIO
9KCKJIIO3UBHYIO YCIIYTY WM /IS IEpEeperucTpaliy Bo N30exkaHue OTKIIOYEHUS CBA3U U3-3a
TEXHUYECKOTo cOO0s1, WM JJIS YJIyullleHus KauecTBa cBsi3u. [Iyist 3Toro aboHeHTy mpejsaraeTcs
HaOpaTh MOJ] JUKTOBKY KOJI, KOTOPBIH SIBJISIETCS KOMOMHALIEN 11 OCYILECTBIIEHU S MOOMIIBHOTO
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nepesoga JCHECKHBIX CPEACTB CO CUETA a0OHEHTAa Ha CUET 3JIOYMBIIIJICHHUKOB.

- mrpadgHble CAHKIIUMK OrepaTopa. 3BOHSAIINI Ha MOOWIBHBIN Tee()OH 3I0YMbIIUIEHHUK
NPEJICTABIISIETCS COTPYIHUKOM CIIY)KObI TEXHIUECKOM MOIEPKKH OllepaTopa MOOWILHOM CBSI3U U

COOOIIAeT KEePTBE, YTO OHA CMEHWIIA TapU(HBIN IJIaH, HE ONIOBECTUB OIlepaTopa (Takke MOTyT ObITh
BapUAHTHI: HE BHEC CBOEBPEMEHHYIO OIUIATY, BOCIIOIb30BAJICS YCIyraMi pOyMHHra Oe3
MpeAyNpekIeHNs]) U, COOTBETCTBEHHO, €My HEOOXOAMMO OIIATUTH IITpad B ONpeaeIeHHOM
pasMepe, KyIuB KapThl 9KCIIPECC - OIUIATHl U COOOIIMB UX KOJIBL.

- OIMOOYHBIY MIePEeBOJI CPEICTB. AOOHEHTY MOCTYIIAET JIOKHOE SMS-COOOMIEHUE O MOCTYIUICHUN
JEHEXHBIX CPEJICTB Ha €ro CUET, IePEBEJCHHBIX C TOMOIIBIO YCIyrH «MoOuIbHbIN niepeBoa». Cpazy
TOCJIE 3TOTO MOCTYIAeT 3BOHOK ¥ MYKUMHA WJTH KEHIIWHA COOOINAET, YTO ONIMOOYHO MepeBet
AEHBIH HAa €T0 CYET M MTPOCUT BEPHYTh X 00PaTHO TeM ke «MOOUIbHBIM MEPEBOJOM>.

- 3BOHOK Ha TropsvyIo JIMHUIO 9KCTPaceHCOB. B HacTosIee BpeMsi B CETH «MHTEPHET», a TaK ke Ha
TUIATHBIX KaHAJIaX TeJIeBUICHUS BCe OOJIbINE U OOJIbIIE MOSBISIETCS OObSBICHUN OT BCEBO3MOKHBIX
MAaroB | LeJUTeNIel. DKCTpaceHChl 00emaloT Mo Tejie)OHy BBUICYHTh OT BCeX 0O0JIe3HEH, CHATh
nopuy, mpejickasaTh Oyayiiee u T.1. KepTBa 3BOHUT 10 HOMepY TeliehOHa YKa3aHHOMY B
0OBSIBJIEHHH, TTOCTIE YETO 3I0YMBIIUIEHHUK MPEACTaBIISETCS IKCTPACEHCOM, KaK MPaBUJIO, U3
HauOoJiee U3BECTHBIX Teslenepeaay. 3710yMBIIUIEHHUK MpeaiaraeT n3Ha4aabHO MPOUTH
TecTrpoBaHue oHyaiH. [Toce 3Toro aKcTpaceHe coodIaeT, YTo y KEePTBHI IIOXast aypa Uin
HaJlo’keHa ropya. JKepTBa, Kak MMpaBUjIO, MPOCUT IIOMOYb C UCIIETIEHHEM, W TOTa 3JI0yMBIIIJICHHUKA
OCTaBJISIOT KOHTAKTHBIA HOMEP TesiepoHa, M0 KOTOPOMY KePTBa MOKET C HUMU CBS3BIBATHCS IS
ceaHcoB. Jlajiee MOIIEHHUKH UCTIOJNb3YIOT UCKIIIOYUTETbHO HABBIKYU IICUXOJIOTUH. [IocTOSHHO
OCYIIIECTBJISIIOT KOHTAKT C )KePTBOH, POU3BOASAT MHUMbIE, IOPO CMEIIIHbIe ceaHChl. I3HavYambHO
3JIOYMBIIIJICHHUKHN PacCKa3biBalo JKEPTBE, UTO UX CEAHCHI COBEPIIEHHO OECIUIaTHBIE U TIOTOM B XOJIe
ﬂaaneﬁmero O6HI€HI/IH HAYMHAIOT IMMPOCUTH OT JKCPTBBI JCHCKHOIO BO3HAIpaAXACHUA, I
JaJibHeHIero mpoBeaeHus ceaHcoB. [locie vero xkepTBa yxe 06e3 MaJIeHIINX COMHEHHIA TIEPEBOIUT
YKa3aHHbIC MOICHHUKAaMU JEHCKHBIC CPEICTBA HA PA3JIMYHBIC JIMLIEBBIC CUETA MOILICHHUKOB.

- IOUCK 0ObsIBJIeHUH. MOIIEHHUKH OCYIIECTBIISIIOT OUCK OOBbsIBJICHUH B ceTu MIHTepHeT o
HaMEPEeHNUH I'Pak[]aH COBEPILHTH JOPOrOCTOSIINE CASIKHU (MTPpoJaka HeABKUMOCTH, aBTOMOOMIIEH 1
T.11.). [Tociie yero no renedoHy CBA3BIBAIOTCA C MOTEHLMAIBHBIMU ITOTEPIEBILIMMHU, U, BHICTYIIAS B
pOJIM MOKYMaTes e, Mo NpeioroM HeoOXOIMMOCTH NepeBo/ia Ha OAHKOBCKUI CUeT TpakJaHuHA
3aJIOTOBBIX JEHEKHBIX CPEJICTB MOJIyYaloT MTH(GOPMALMIO OT MOCIEAHEr0 O PEKBU3UTAX €ro
OaHKOBCKOM KapThl.

- paOOTHHMKM OaHKa. MOIIIEHHUKY, TTPEICTABIISSICh PAOOTHUKAMH OaHKOB, IyTeM OOMaHa W
3JI0yNOTpeOJIeHN S IOBEPUEM BBIHYKJAOT MMOTEPIEBINUX AeaTh IePeBO/Ibl WIIM COOOIATh PEKBU3HTHI
nX OAHKOBCKMX KapT C IEJIbI0 TOC/IEAYIONNX XUIEHUI IEHEeXKHBIX cpelcTB. Tak, Harnpumep,
MOTEPIEBIINE NOTyYaId CMC, B KOTOPBIX COOOIIAIIOCH O TOM, YTO MX OAHKOBCKAsi KapTa
3a0JIOKMPOBaHA, U YKa3bIBAJICs HOMeED TeJiehoHa, Ha KOTOPbIA HEOOXOIMMO CPOYHO ITEPE3BOHUTH.
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JloBepumBbIe rpax/aHe NNepe3BaHUBAIM 110 YKa3aHHOMY HOMEDY, IIe UM OTBEYasl HEU3BECTHBIH,
NPE/ICTaBIISIBIIMIICS COTPYAHUKOM CITyKObl Oe30macHoCcTH OaHKa. B xone 6ecenpl paboTHUK GaHKa
pacckasblBaeT o0 ToM, uTo Bamm cOepekeHrs B ONaCHOCTH, X HEOOXOJMMO OOHATMYUTD U MOJIOKUTD
Ha CIIEIMAIbHO OTKPBITHIHA CUeT B OaHKE MM Ha HOMep TeJiepoHa.

Ileab MOIeHHNKOB — 3acTaBUTh Bac nepeaaTts cBOU JeHeKHbIE CPeJACTBA
«100pOBOJbHO». MOIIEHHUKH OYEHb XOPOIIO MAHUITYJIUPYIOT JIIOJbMHU W OTJIUYHO 3HAIOT
nicuxojioruio. OHM MCHOIB3YIOT CIIEYIONIME MOTHBbL: OECIIOKOWCTBO 32 OJIM3KHUX U 3HAKOMBIX,
BOJIHEHHE 3a CBOM Tesie(pOHHbI HOMEp, CYeT B OaHKe WM KPEJUTHYIO KapTy, KeJaHue BHIUTPaTh
KPYIHBIA IPU3, MOOOMBITCTBO — KEJNIaHUE MOTYyYUTh JOCTYN K SMS 1 3BOHKaM Ipyrux jmoaei. s
3TOTO UCTIOJIB3YIOTCS PA3IMYHBIE CXEMbl MOILIEHHIYECTBA.

YT006BI MNOHATb, YTO BaM 3BOHUT 0O BIYHBII a(l)epI/ICT, O6paTI/ITe BHMMAHUE Ha CJICAYIOIINE
MOMCECHTBI:

i BO BpeMsi pa3roBopa OOMAHIIUKH MOJIb3YIOTCS CTPECCOBBIM COCTOSIHUEM JKEPTBBI U TBITAIOTCS
COOOIIUTD il Kak MOKHO OoJibllie MH(pOpMaIny, YToOBl Y Hee He ObUIO BpeMeHH 00ayMaTh BCe
CKa3aHHOE;

i B MeTozax TeJaeOHHbIX apeprUCcTOB YACTO MPUCYTCTBYET JIEMEHT 3allyTMBaHNUS;

i OOMaHIMKH MOJBb3YIOTCS YyBCTBOM JKaJHOCTH JIIOJEW U UX CTPEMJIEHUEM MOJTyUUTh BBITOLY
(HarpuMep, KPYIHBIN BBIMTPHILL), HE TIpUJIarasi yCUIum;

i HACTOPOXMTH JOJKHA HU3KAs IIeHa 32 KaKOW-JIMOO TOBAp WIIM YCIYTY: €CId CTOUMOCTh TOBapa
HUKe, YeM ero oOblYHas 11eHa, TO HABEPHSIKA 9TO OObSIBICHUE PA3MECTIIT MOIIEHHUKU.

HY>XHO ITOMHUTD!

He nanuky¥irte, KOrja BaM cOOOIIAIT KaKylo-T100 HHGOPMAIHIO, IyCTh JIaKe U HIOKUPYIOIIYIO.
[TpepBuTe TenedOHHBIN 3BOHOK U TIIATEIBHO 00IyMaiTe TO, 4YTO BaM cooduuii. Ecim oOMaHIIuKY
YTBEPIKIAIOT, YTO KTO-TO M3 POACTBEHHUKOB MOMas Oe/y, cpa3y ke OTKJII0YalTeCh U Mepe3BOHUTE
poicTBeHHUKY. Eciii He MOxeTe eMy JI03BOHUTBCS, TO 3BOHUTE TOMY, KTO B 9TOT MOMEHT MOXET
HAXOJUThCS PsAZIOM ¢ HUM. Eciti pasroBop BesieTcsi ¢ AKOOBI COTPYAHUKOM MPABOOX PAHUTETbHBIX
ciy k0, TO HEOOXOAUMO BBISICHUTH €ro JoKHOCTh U PUO, B KaKOM OT/ie/ieHHH OH paboTaerT.
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Hu B koem ciyuae He HasbiBaiiTe PO (cBOEro miM BailvMx poJCTBEHHUKOB) U HE Mepe/iaBaiiTe
nannble KapTel. [IMH-ko1 KapThl HE UMEIOT MpaBa TpeOOBaTh Aake COTPYAHUKH OaHKa. Takke
COTPYIHUKU OAHKOB HUKOT/A HE BBISICHSIOT TIEPCOHATIbHBIE IAHHBIE KJIMEHTa 10 TesiepoHy, HoMepa U
cpoku neucTBus KapT. Ciy)xObl 6e30MacHOCTH OAHKOB HUKOT/IA HE TPeIaraioT nepeMecTUThb JIeHbI
Ha UHbIE cUeTa.

MoOusbHBIE OTIepaTOPbl HUKOTIA HE TIPOCAT COOOIIUTH KO/ MOMOJTHEHH S Tele(POHHOTO CUeTa.

He nmopnaBaiitech Ha TO, UTO Bbl BBIMT PN JIOPOTOCTOSIIIUE MPU3, OCOOSHHO €CJIM BbI HUKOT/a CAaMH
HE Y4aCTBOBAJIM HU B KaKOU JioTepee.

Hukorpa He k1aguTe A€HbI'M HA HEM3BECTHBIE HOMEpa TCJ'ICCI)OHOB.

He Hepe3BaHHBafITe Ha HEU3BECTHLIE HOMEPA U HAa KOPOTKHUE HOMEDPA.

ITo Bcem pakTam, Bei3biBaomum y Bac nogospennue,

oOpamaiirech B mojnnuio no rejgedonam: 02, 102 (¢ moouasuoro 112).

30 Cenmsops 2020

Aodpec cmpanuypi: https://hmao.sledcom.ru/news/item/1503929
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